Personal Data Protection Policy

Privacy Statement

CAS is committed to conduct its business under good corporate governance and
contributing to social responsibilities. CAS recognizes the importance of protection,
infringement, access control and leakage prevention of personal data. The purpose of this
statement is to build and maintain Data Subject’s trust and confidence by ensuring that
their data is appropriately processed, and governed by protective measures adopted, by
CAS that meet international standards.

1. Collection of Personal Data

CAS may, directly or indirectly, collect your personal data from the following sources:

Data Subject, his representative or other related person
Business partners of CAS
Other financial institutions

CAS’s services through various channels, its branches and representative offices
including telephone services

CAS’s digital services including website and application

Any reliable sources (such as association, governmental organization,
governmental body, private organization)

Seminars, training workshops, exhibitions organized either by CAS, governmental
or private sector including social media

2. Types of Personal Data Collected by CAS

Depending on purposes of use and requirement of the officers in processing personal
data, CAS may collect various types of your personal data including;

Identification information (such as date of birth, and details on ID card, passport,
government officer card or driving license)

Contact information (such as telephone number, email address, fax number)

Financial information (such as salary, bank account, business information, other
business interests)

Customer satisfaction survey on products and service of CAS

Work experience, educational record, medical record, family background, criminal
record (in case of CAS’s applicants)

Evaluation of work performance, health-related information, record on
reimbursement of welfare result of internal training (in case of CAS’s employees)

Financial record

Information relating to computer devices and programs used by Data Subject
including IP address, types of browser, language, operating system, application,
website usage history and cookies

Biometric data including facial recognition and fingerprints
Pictures and video including surveillance camera footage

3. Retention Period

CAS will retain your personal data as long as it is necessary for the purpose of data
processing. After that, CAS will erase and destroy your personal data except as may be
required, by applicable laws, or for protection of CAS’s interest. In general, Personal Data



Personal Data Protection Policy

will be kept for a maximum period of 10 years or otherwise longer if it is specifically
provided by law.

4. Purposes of Use and Disclosure

CAS will use and disclose your personal data for the following purposes;

Processing of your application for financial products or services, including any
financial transactions

Direct or indirect performance of its contractual obligations

CAS'’s business operations where it has a legitimate interest and Data Subjects’
fundamental rights are not overridden

Offer of products and services

Development improvement and maintenance of the quality of products and
services

Communication (such as notification service, response to your request)

Offer of new products and services — In case where you no longer wish to be
contacted for marketing of sales activities, you could opt-out through channels
such as email or CAS’s website

Ensuring the security and safety of CAS

Ensuring that the content on CAS’s website will be provided to you and shown on
your electrical devices efficiently

Recruitment process in case where you apply for a position with CAS
Verification of a visitor as part of CAS security measures

Process and receipt of payments

Assessment and management of requests

Audit, report and prevention of financial crime

Prevention and investigation of forgery

Market research and research for the development of financial instruments and
services for preparing research reports

Inspection, analysis and preparation of documents upon request of government
organizations and regulatory bodies

Compliance with applicable law

Invitation to training courses, seminars, receptions or any other events organized
by either government or private sector where CAS hosts or participates

Evaluation of feedback from those attending seminars or events held by CAS

CAS will process Personal Data in strict compliance with applicable laws. In the case
where you have given consent to any data processing activity, you may withdraw your
consent at any time.

5. Disclosure

CAS Thailand will not disclose your personal data without any legal basis. Your data may
be disclosed, or transferred to governmental organization, governmental bodies or third
parties including:

Branches and overseas representative offices of CAS
Business partners

Storage and data analytic service providers

Human resources service providers
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e Advisors (such as financial advisors or legal advisors)

e Provider of Warranty

e Governmental and regulatory bodies

e Other data controller to whom you have previously disclosed or transferred data

In the event where CAS is required to disclose your personal data to a third party, CAS
will follow appropriate procedures to ensure that the third party will properly handle your
personal data property in order to prevent data loss, unauthorized access, and improper
use, modification, disclosure or processing.

6. Cross-Border Transfer

CAS will disclose your personal data to the recipient outside of Thailand only where it is
permitted by data protection law or other applicable laws.

7. Accuracy of Personal Data

CAS will take necessary precautions to ensure that collected Personal Data is accurate,
complete and kept up to date.

8. Data Security Measure

CAS adopts high-standard security systems in both technology and procedures to prevent
any possible data theft. CAS implements various measures to protect its computer system
(such as Firewall, Intrusion Detection, Data Encryption, Virus Scanning, Secure Socket
Layer, Cookies, Auto Log off) with substantial investment, effort and human resources to
ensure that CAS achieves high-standard measures and your personal data remains safe.

Although CAS makes its best efforts to protect Personal Data with technology along with
management by our personnel to control access and safeguard Personal Data against
unauthorized access, CAS cannot always guarantee the security and confidentiality of
Personal Data from every incident that may arise, such as virus threat and unauthorized
access. A Data Subject should regularly keep up with technology news, install personal
firewall software to prevent their computer from threat or data theft. Also, monitoring their
own account on a regular basis (such as monitoring balance, transaction date) and
keeping their personal data and financial status confidential are strongly recommended.

9. Rights of Data Subject

In accordance with the data protection law, a data subject has the following rights (which
may be amended pursuant to any regulations of the data protection law) which are
exercisable in compliance with applicable laws;

e To access

e To rectify

e To data portability

e To erasure

e To restrict

e To object to collection, use and disclosure
e To withdraw consent

In the case where you have given consent for the processing of personal data to CAS
(where the consent is not required by other applicable laws), you shall have the right to
withdraw the consent at any time. Should a withdrawal of any consent affect any provision
of service, you will be informed at the time of withdrawal request.
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10. Contact

If you wish to exercise your rights as set you in this Privacy Statement, please
use the “Data Subject Action Request Form” (Exhibit A) and send the
completed form to CAS’s address. Data Subject Action Request Form is also
available at our head office, branches and representative offices.

If you wish to complain about the processing of your personal data, please use
“Personal Data Complaint Form” (Exhibit B) and send the completed form to
CAS’s address. Personal Data’s Complaint Form is also available at our head
office, branches and representative offices.

If you have any queries or questions regarding this Privacy Statement please
contact via telephone number at 0-2646-4700 or through email
PDPA@capital.co.th or CAS’s address:

Send to: CAS Capital (Thailand) Limited
87/2 CRC Tower, All Seasons Place
32" Floor, Lumpini, Pathumwan
Bangkok, Thailand 10330

Note: When making any complaint or claim, please provide your contact
details so as to enable CAS to revert as soon as possible.

CAS does not charge any administrative fee relating to your
personal data. However, a fee in processing certain requests (other
than the request for rectification) under data protection laws may

apply.

11. What are Cookies?

Cookies are electronic data that is sent to your browser of a Data Subject for transmitting
information back to CAS’s servers whenever the Data Subject visits our website.

CAS’s servers will generate cookies when a Data Subject visits CAS’s website. Cookies
will help a Data Subject with website navigation, going back, forwarding, or retuning to
the previous page. Cookies will only be activated when a Data Subject uses CAS’s server
only.


mailto:PDPA@capital.co.th
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